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Introduction: what I can 
expect from this paper? 

Imagine you had been waiting decades to see The Rolling Stones live in concert and tickets finally come 

on sale. You wake up early to be the first online to grab a pair of tickets for you and your best friend, but 

they are all instantly sold out. Later in the day, you search ticket sites to see if anyone is selling already. 

You see hundreds of tickets on sale for $600. That is three times the normal price, and little did you know, 

you are likely being scammed.  

It is common practice for ‘scalpers’ (unauthorised ticket resellers) to immediately buy tens of thousands of 

tickets using bots that can mass-buy faster than you can move your fingers, and resell them for multiple 

times the original face value of the ticket.      

It works so well that it has turned into a multi-billion dollar problem. The ticket resale market is worth $15.9 

billion annually, and it is believed website traffic from bots during ticket sales could be as high as 40%.  1

If you know anything about Blockchain, you might think that existing Blockchain protocols must provide a 

simple, effective solution — but they do not. Many solutions have been tried, but they all faced the same 

challenge. Let us elaborate.     

The open, public Blockchain provides the security and independence that this problem needs, but out of 

the box lacks the scale and privacy required to make a significant impact. That means ticket sellers could 

only safely sell less than 100 tickets per second. Hardly useful when tens of thousands of tickets for major 

artists can sell out in seconds.     

Only a private Blockchain can provide this kind of scale and privacy. Conversely, however, the private 

Blockchain lacks the security and independence that defines the public Blockchain. That means the whole 

network would be open to serious fraud by controlling entities. That is a serious defect in a system 

designed to solve a problem created by people of dubious ethics such as ticket scalpers. 

Therefore, the problem requires a completely new Blockchain Protocol which would combine the best of 

both worlds. Hence, the creation of the Aventus Protocol. The Aventus Protocol makes it easy for ticket 

issuers to oversee and control the sale and resale of their tickets. They can set parameters as to who can 

re-sell, how many tickets they can re-sell, and even choose to take a cut from the resale value.

      
At this point it becomes clear that this solution, made possible by Aventus, stretches far beyond the world 

of ticket sales. 

       

 https://bigthink.com/politics-current-affairs/scalping?rebelltitem=4#rebelltitem41

https://bigthink.com/politics-current-affairs/scalping?rebelltitem=4#rebelltitem4


In fact, it has the power to impact every single asset that can be digitised. Anyone can use the Aventus 

Protocol to manage and control anything they own that can be stored or represented digitally. This 

includes ticket sales, loyalty reward programmes, the purchase of in-game add-ons, and even the way 

people and enterprises manage their money, physical goods, and supply chains. . 

     

The Aventus Protocol requires the use of a utility token, AVT, to be effective. Every asset issuer or platform 

that resells an asset requires ownership of the AVT token. That way, any malicious behaviour, which 

damages the utility of the network also damages their stake in it. What damages the hive damages the 

bee.As a result, any would-be attacker is economically de-incentivised from behaving poorly. In the same 

way, all actors within the network are economically incentivised to behave well. 

       

Together, the Aventus Protocol and AVT utility token have the power to revolutionise how the world 

manages digital assets. Everyone who tokenises or transacts their assets using the Aventus Protocol will 

require AVT tokens. Thanks to the network effect, the more people that use the network, the more 

valuable it becomes. 

      

In the next chapter, you will meet the lovely Sally, Dan, Nigel, and Lucy who benefit from The Aventus 

Protocol and AVT in different ways. Although fictional, they are based on real use-case examples.   

Meet the four Aventus heroes 

Throughout this paper, you will find examples to make what we’re explaining simple and clear. Below you 

will meet Sally, Dan, Nigel, and Lucy. These are the four fictional Aventus heroes we will use as examples. 

 



 

      Meet Sally  
      (The End-User) 

Sally is 24 and has loved Ed Sheeran ever since Thinking Out Loud was released in 2014. She likes to watch 

him live in concert whenever she can. That is why Ed Sheeran sold more concert tickets between 2010 and 

2019 than anyone else in the world. IHe did this by keeping prices low. In fact, of the top 20 selling artists 

of the decade, Ed had the lowest average ticket price of $81.41. 

       

But Sally and Ed both suffer the same major problem. 

Ticket ‘scalpers’ buy hundreds of thousands of tickets each year to sell on for profit. That means true fans 

like Sally often miss out on tickets and have to pay two, three, or even four times the face value from 

scammers, who buy them just to re-sell.   

What Ed and Sally do not yet know, however, is that the new Aventus Protocol would give Ed Sheeran 

greater control over the sale and resale of his concert tickets, so fans like Sally are protected from 

scammers. 

 

  

   Meet Dan 
  (The Rising Star) 

Dan is the youngest ever Loyalty Programme Manager for a well-known supermarket. The Tesco Clubcard 

is the most popular of all UK loyalty programmes because everyone needs to buy food. Dan knows that 

77% of UK adults use loyalty cards at the places where they love to shop and he is chasing the number 

one spot for his supermarket.  

Loyalty points are notoriously difficult to manage. This limits their demand, because users can not easily 

track their points. It is also slow and expensive for programme managers like Dan to partner with other 

brands. That is why big brands that are creating large coalition loyalty programmes, like Tesco, have so 



few reward partners, even though they would love to have more. Partner growth creates greater scope for 

user growth.  

    

With the Aventus Protocol, Loyalty Programme Managers like Dan can onboard partners at a 

substantially reduced cost. This removes the current limits of interoperability. Dan would thus be free to set 

the parameters of sale and could even charge a 10% cut of the resale value of all loyalty points. 

Furthermore, he could set a minimum and maximum resale value, and even limit the maximum number of 

loyalty points that users can transact.   

With the Aventus Protocol, Dan could give the supermarket he works for the competitive advantage 

needed to take the number one spot, and catapult his career in the process. 

With the Aventus Protocol, Dan could give the supermarket he works for the competitive advantage 

needed to take the number one spot, and catapult his career in the process. 

 

     Meet Nigel 
     (The City Man) Meet Nigel 

Nigel is CEO of a mid-sized asset management firm in The City of London. He is obsessed with the idea of 

beating the market — by at least 5% every year, thank you very much. However, he knows he will struggle 

to do that with limited exposure to alternative asset classes, and this keeps him up at night. That is why he 

is looking for investments beyond the typical equity and debt options of stocks and bonds. 

       

What he would really love more than anything is to move a portion of his assets under management into 

the higher growth area of start-up debt and equity — and maybe even into fractional ownership of sports 

star contracts. 

       

What Nigel does not yet know is that the Aventus Protocol will give him easy access to these assets by 

making them digital. This is because Aventus makes it easy for anyone to tokenise, buy, and sell assets. 

       

Of particular importance to the financial services industry is the capacity the Aventus Protocol provides 

for regulatory and counterparty oversight. Because assets are digitised into tokens, the regulator gets a 

full, tamperproof view of what is going on. That means Nigel should never have any serious concerns 

about counterparty risk or regulatory obstacles. 



 

Meet Lucy 
(The Blockchain Enthusiast) 

Lucy has been a Blockchain enthusiast ever since she took a class on the emergent technology at 

university in March 2016. 

       

Despite her student budget, she invested $800 from her student loan in Bitcoin. Just 21 months later, and 

her $800 curiosity-fuelled speculation was worth almost $60,000.She now works for a Blockchain project 

on the software side of things and maintains an unwavering conviction that Blockchain is the future.Lucy 

likes Aventus for sharing her dedication to solving real problems to build something valuable and 

sustainable. This, Lucy hopes, will restore the reputation of Blockchain to the high altar where it belongs. 

       

In the illustrative examples above you have seen how Aventus can help people in four specific areas. 

However, the use cases are not limited to just those shown. The positive impact of the digitisation of 

assets at scale has tremendous potential.  

 



 

2. Introduction to Aventus 

“ Ultimately, the mission of Aventus is to revolutionise the 
management of digital assets. ” 



What is Aventus?  
Aventus is an open, distributed project, not a company.  

Various teams and projects contribute to Aventus, including Artos Systems and FanDragon. In this sense, 
Aventus is similar to Linux, the popular operating system. Different parties can contribute to the project 
and use it for their own purposes. 

The original Aventus mission, set out in the 2017 whitepaper before a token distribution event, was to build 
a protocol for Blockchain with a specific purpose. That purpose was to solve problems concerning fraud, 
duplicitous behaviour, and touting in the ticketing industry. Improved oversight and control over tickets 
would allow for lasting communication between ticket issuers, such as the primary vendor or promoter, 
and fans. What’s more, it would ultimately lead to a reduction in costs. 

To bring this idea to fruition, Aventus built the original protocol on the Ethereum Blockchain for its security 
standards and independence of corporate interest. Nonetheless, a problem quickly became apparent. 

At the time, the roadmap suggested that Ethereum would solve these issues in the coming year. However, 
by the time of Aventus’ Beta release in May 2018, more than one year since the concept’s development 
had begun, Etheruem had still not resolved the issues. 

By August 2019, the teams had completed Aventus Classic — the purely Ethereum-based Aventus 
protocol that satisfied the bulk of the original whitepaper. However, because Ethereum had not solved the 
outstanding issues, the solution could only service scale of around 100 tickets per second. It is a viable 
solution for the long-tail of the market serviced mostly by Eventbrite — but it did not have the reach or 
scalability for which Aventus strived. 

That is why the teams working on the Aventus project had no choice but to develop their own solution 
that would combine the strengths of public and private Blockchains without their individual weaknesses.  

Today, the Aventus Network is an open, decentralised protocol that revolutionises the way digital assets 
are issued, owned, and transferred across value chains. We have created a peer-to-peer digital asset 
issuance platform with a rules engine that governs ownership transfer on a Blockchain-backed 
architecture.  

The Aventus Protocol dervies security and independence from open, independent Blockchain networks. 
These have proven high-security, and the level of transaction throughput and data privacy that 
enterprise-grade solutions expect. Aventus currently operates on Ethereum, a global, open-source 
platform for decentralised and securely encrypted applications. 

It is the generality of the Aventus Protocol that resulted in the growth of the potential market to include 
any fungible or non-fungible digital asset beyond just tickets. That is why the new Aventus Protocol opens 
up a market for financial assets, vouchers, and gift cards. As well as loyalty points, virtual goods, 
collectables and more. 



The combination of the increased market potential works in tandem with the network effect. It means 
that as more actors use the Aventus protocol and AVT token, the more useful both are to everyone.  

Aventus in a nutshell 

Ultimately, the mission of Aventus is to revolutionise the management of digital assets. 

What are digital assets? 
 

Simply put, a digital asset is something with value and clear ownership rights that is digital. 

However, it can also include the digital representation of physical assets. By representing physical assets 
as digital tokens on a Blockchain, it is possible to unlock their value and exchange them in real time. 

Imagine a film score composer uploads her copyright music online. It is clearly digital because it is online. 
It is now binary code. You can not touch it. It is also a valuable asset. Businesses or individuals might like 
to licence the song from her for personal or commercial use. Digitising her composition with the Aventus 
Protocol proves she clearly has copyright ownership of her own music.  



Or imagine any ticket you purchase online, for a concert, a train, or even a flight. They’re all digital assets 
because you download your digital ticket for use, and clearly it has value because you just paid for it, and 
you own it. 
The same is true of vouchers, gift cards, and loyalty points. 

By transacting digital assets using the Aventus protocol, the rights issuer has total control and oversight of 
their assets — without having to worry about security risks.  

We’ll take a closer look at digital assets shortly, but first, you might be wondering why no one else has 
created a viable solution to the problem of digital asset management already.  

The truth is, there are multiple solutions available, however, they require different trade offs.  

The time for the revolution of digital assets 
is now 

The combination of technology and teams working on Aventus makes the revolution in the management 
of digital assets finally possible.  

With this revolution comes a fairer model for both asset issuer and asset owner throughout the entire life 
cycle of the asset — from creation to redemption. 

What’s more, the power of the network effect means that the potential growth for the Aventus Protocol is 
exponential. The greater the number of users, the greater the number of transactions the Aventus Protocol 



processes, which in turn increases the amount staked in AVT. This increases the utility of the network for 
everyone.  

Because the new Aventus Protocol opens up the market so wide, early traction could quickly create a 
wildfire effect.  

Shortly we’ll explore how AVT tokens can be used. First, however, let us first understand the technology 
Aventus relies upon: Blockchain.  

This will give you a deep understanding to understand not only Aventus but the wider role of Blockchain in 
this new future. 

 



 

3. Introduction to 
Blockchain  

“ The Aventus Protocol is a Blockchain solution that 
combines the scale and privacy of private Blockchains 
with the security and independence of public chains. ” 



Why Blockchain? 

Blockchain is as revolutionary as the internet. It is widely regarded as a giant leap forward in the transfer 
of digital assets. It has already been adopted by companies like IBM, FedEx, and Walmart, among many 
others, to manage their digital assets. 

Blockchain can do everything Aventus requires it to do. It can store and transfer value, which is clearly 
fundamental for the ownership of digital assets. It can store data and provide a level of security not 
possible with other technology. 

The Aventus Protocol on Blockchain encourages the secure sharing of information, allows for the 
immediate update of data, and provides transparency to necessary parties.  This creates a level of trust in 
digital asset ownership that was previously implausible. 

What is Blockchain?  

Blockchain is most well known as the technology behind digital currencies like Bitcoin.  

However, it is much more than that. You could compare it to the internet. In the early days, many people 
believed the internet was simply email, that is, a simple new digital communication tool. Today we all 
know that it is so much more than that. 

Blockchain shares the same potential for global impact.  



 

Description Example

At the most simple level, Blockchain is a 
set of records linked together in a chain 
of digital blocks. “Block” and “chain” refer 
to digital information (the “block”) stored 
in a public database (the “chain”). 

In basic terms, Blockchain allows 
information regarding digital assets to 
be distributed among a network of 
computers, but not copied.  

To do so, it relies on a database of all 
existing assets, and a complete record 
of their transferral since creation. 

This information is stored in a ‘ledger’ — 
something we’ll get to shortly.

Imagine that Sally could not buy tickets 
to Ed Sheeran’s latest tour as she didn’t 
have the spare money at the time.  

Now the concert is just two weeks away 
and she has the money.  She sees 
hundreds of tickets for sale on the resale 
market, but is not sure which to buy as 
she has forgery concerns.  

Blockchain keeps an ownership record 
of each ticket and its transfer history, so 
Sally can look it up with the ticket 
number. What’s more, the Blockchain 
prevents ticket duplication. It also 
prevents anyone but the official rights 
issuer from creating new tickets.  

Sally can now buy a legitimate ticket for 
a fair price.

Summary  

The Blockchain is a technological breakthrough in the way we manage information. It’s only with 
this technology that Aventus can improve the way digital assets are managed. 

More information: https://www.investopedia.com/terms/b/blockchain.asp

https://www.investopedia.com/terms/b/blockchain.asp


How does Blockchain work? 
 



 

To better understand the technology, it is important to get to grips with the fundamental elements of 
Blockchain. These are: 
  

• A distributed ledger - where records of transactions are kept. 
• Network nodes - responsible for maintaining and updating the ledger. 
• Public key cryptography - ensures that transactions cannot be falsified. 
• Consensus mechanisms - that secure the network from manipulation by ensuring agreement on 

the state of the network. 
• Smart Contracts - automate the exchange of assets. 

  
The following subsections will explain what each of these are and how they work together to make a 
Blockchain. 

Description Example

Blockchain employs a data structure 
where collections of transactions are 
organised into blocks.  

Every block is ‘chained’ together with a 
previous block using a hash function.  

The new block contains the hash of the 
previous block, a timestamp, and 
transactional data.  

A hash is a function that converts an 
input of letters and numbers into an 
encrypted output of a fixed length. 

This cryptographic link between blocks 
makes them tamper-proof and resistant 
to modification. It is a process which is 
guaranteed to produce a unique output 
for any unique input.

When each Ed Sheeran ticket is sold, 
the transaction becomes part of a block 
along with many other transactions.  

This block is then sent to every node in 
the network which then validates the 
transaction. This new block is added to 
the Blockchain and the transaction is 
complete.  

When Sally decides to buy Ed Sheeran 
tickets on the resale market, her 
transaction is organised, along with 
other transactions, into a new block that 
gets added to the chain.



A distributed ledger 
  
Ledgers have been used for thousands of years to record transactions involving the transfer of assets (e.g. 
money, property).  

Ledgers were once books updated one entry at a time. Modern distributed ledgers, however, are 
electronic and capable of being updated by multiple people simultaneously.  

Each participant in the Blockchain network possesses an identical copy of the ledger, which is 
automatically updated in every location when new blocks are added. 



 

The Ledger Example

Each participant in a Blockchain 
network has an identical copy of the 
ledger.  
  
When new entries are made to the 
ledger, each copy across the network is 
updated. This means that there is no 
one single point of failure and that the 
most recent records are accessible to 
everyone with permission across the 
network. 
  
It also means that all transactions that 
are recorded in the ledger are made 
transparent and can be analysed and 
audited at any time. 
  
This allows businesses to: 

• Better evaluate how their assets are 
being transacted 

• Keep up-to-date, accessible records of 
transactions across multiple sites, 
countries, and continents 

• Delegate the responsibility of record-
keeping

When Sally checks the resale market for 
the Ed Sheeran ticket she wants to buy, 
she can now check the ledger of the 
ticket’s history.  

She can see where it originated, how 
many people bought it previously, and 
other information regarding its history.  

Sally knows she is getting a bona fide 
ticket.  

The same is true for everyone with 
permission to view the ledger, including 
the initial rights owner: Ed Sheeran and 
his team.

Summary 

In other words, a distributed ledger creates a transparent and up-to-date record of 
assets exchanged across a network. This allows anyone with permission to view, 
analyse, and audit any transaction on the network. For this to be possible, the ledger 
needs to be maintained by some entity. In a Blockchain network, this is done by 
network ‘nodes’. 

More information: https://assets.publishing.service.gov.uk/government/uploads/system/
uploads/attachment_data/file/492972/gs-16-1-distributed-ledger-technology.pdf

https://assets.publishing.service.gov.uk/government/uploads/system/uploads/attachment_data/file/492972/gs-16-1-distributed-ledger-technology.pdf
https://assets.publishing.service.gov.uk/government/uploads/system/uploads/attachment_data/file/492972/gs-16-1-distributed-ledger-technology.pdf


Nodes 

A node is simply a computer running software that participates in the Blockchain network. Nodes store a 
full version of the ledger. 

In a Blockchain network, all nodes are connected with each other and constantly exchange the latest 
information for up-to-date record keeping. Nodes are responsible for maintaining and updating the 
ledger. 
 

Description Example

When a new block of transactions is 
created, a node will: 
  

•  Check if the block is valid and 
either accept or reject it 

•  Add the new block to the 
chain 

•  Broadcast the newly updated 
ledger to other nodes in the 
network. 

  
In return for processing transactions, 
nodes receive a transaction fee. This is 
normally paid for in cryptocurrency by 
the person who initiated the transaction.

When the original ticket owner bought 
the ticket, the nodes in the network 
verified the purchase.  

When Sally buys the ticket from the 
current owner, the nodes fulfil the same 
function.  

The nodes check that it is a genuine 
transaction, add the new block to the 
chain, and broadcast the newly updated 
ledger to the network, guaranteeing that 
Sally is the new owner.



Cryptography 
Cryptography is a way of using mathematics to protect private information. It ensures that information 
can only be read and processed by those with permission to access it. In the context of Blockchain, 
cryptography is used for two important reasons: 
  

1. To identify accounts and authorise transactions 
2. To ensure that previous entries on the ledger have not been altered 

  
The following explains how: 

Transaction authorisation 

 

Summary 

Nodes are computers running the node software that store, maintain, and update the ledger. 
However, to  do this, nodes need a way of verifying the validity of transactions. On Blockchains, 
this is done via cryptography. 

More information: https://nodes.com/ 

https://nodes.com/
https://nodes.com/


 

Importantly, there is no way to determine a user’s private key 
from their public key. This ensures that malicious actors cannot 
access or transfer assets that are not theirs. 

The following outlines how a transaction takes place on a 
Blockchain network. 

Description Example

Public-key cryptography authorises 
transactions.  

This encrypts information and proves 
that it was sent by the correct individual.  

On Blockchains, public-key 
cryptography is used to authorise 
transactions and check that the 
individual transferring an asset is indeed 
the rightful owner.

Sally, having joined a Blockchain 
network, gets a ‘wallet’ to which is 
assigned an address unique to her. This 
wallet contains information relating to 
the assets she owns, such as her Ed 
Sheeran tickets.  

A private key is used to create a public 
key, which in turn creates Sally’s 
Ethereum address. This is used to verify 
that she has the authority to transfer 
assets from her wallet. No one but Sally 
knows her private key, which means only 
she has access. No one else can transfer 
or tamper with her tickets. The public 
key is broadcast publicly to identify her 
transactions on the network.  

For example, when she turns up to the 
concert, event organisers can identify 
Sally as the rightful ticket owner.



 

Description Example

This brings the nodes, ledger, and 
cryptography together. To begin a 
transaction on the Blockchain, you need the 
recipient’s address. Think of it as an account 
number and sort code.  

You initiate the transaction using your wallet 
like a Blockchain bank account where you 
store your tokens and coins.  

To fulfil the transaction you sign it with the 
private key to which only you have access. 
The transaction is processed by the network 
which checks your public key.  

The nodes verify and authenticate the 
transaction in exchange for a small fee.  

When the recipient receives the transaction, 
the nodes update the ledger that shows the 
precise details of the transaction to 
everyone with permission.

Sally and Dan recently began dating and 
Sally would like Dan to join her at the Ed 
Sheeran concert.  

Dan, however, insists on paying Sally for the 
ticket.  

Dan initiates a transfer of 100 coins to 
Sally’s Blockchain wallet. He signs the 
transaction using his private key (without 
disclosing it) and broadcasts his public key 
to the network. The transaction is sent for 
processing by the network, which checks 
Dan’s public key.  

He incurs a small cost to verify the 
transaction, which is shared amongst the 
nodes that do the work.  

Once verified, the deposit arrives in Sally’s 
wallet and the ledger is updated showing 
the transaction from Dan’s wallet to Sally’s. 
Now both Dan and Sally can enjoy the 
concert together having paid their fair 
share.

Summary 

Public key cryptography verifies that transactions on a Blockchain network are 
conducted by authorised users with the right to transfer an asset. A user’s private key 
signs a transaction, which proves ownership. Their public key is then broadcast on the 
network, allowing nodes to verify the transaction. 

For more information: https://www.blockchain-council.org/blockchain/how-does-
blockchain-use-public-key-cryptography/

https://www.blockchain-council.org/blockchain/how-does-blockchain-use-public-key-cryptography/
https://www.blockchain-council.org/blockchain/how-does-blockchain-use-public-key-cryptography/


Preventing ledger alteration 

A distributed ledger is useless if we cannot be sure that records are correct. On Blockchains, this is 
achieved by employing a cryptographic hash function to build merkle trees. Merkle trees are an efficient 
data structure to identify if any data has changed. Hashing is one part of the immutable Blockchain 
solution. 

 

Description Example

In a Blockchain, blocks are linked using 
a cryptographic hash function.  

This algorithm takes an input (the 
information kept in previous blocks) and 
returns a fixed-length number known as 
a hash value. 

The hash value corresponds to the same 
data set.  A hash is like an  information 
fingerprint containing all the 
information.  

Just a slight change in the input data 
will create a completely different output 
hash value, making it easy to spot if 
entries have been altered. This is known 
as the ‘avalanche effect’. 

This means that by simply checking the 
content of a block, hashing it, and 
comparing that hash with the declared 
hash, you can instantly determine 
whether someone has tried to change 
or add fraudulent entries to the ledger. 

Do you remember Nigel, the financial 
wizard? Imagine how important it is that 
the figures he shares with clients are 
accurate. Every quarter he sends a 
report to each client.  

Before sending the report, he shares it 
with every member of his team for 
feedback. They are given strict 
instructions not to change any of the 
numbers. He trusts almost all of them, 
except one, who seemed less than 
happy with his Christmas bonus.  

He is confident he would not do 
anything on purpose to jeopardise the 
reports, but his focus has been off, so 
Nigel is worried he might make a 
mistake. 

To make sure there is no change to the 
numbers as the report gets passed 
around, Nigel uses a hash function to 
detect changes. Nigel’s hash function 
returns the following value:  



 

Now you know a little more about cryptography, in the following chapter we will look at the fourth key 
area of how Blockchain works. 

Summary 

A cryptographic hash function helps prevent the addition of incorrect or fraudulent 
information to the Blockchain. It achieves this by producing a hash value for all 
previous blocks that can be easily checked. However, to add a block of transactions to 
the chain, the nodes on the network need to agree that it is correct. This is achieved via 
a consensus mechanism. 
  
For more information: https://www.sans.org/reading-room/whitepapers/vpns/overview-
cryptographic-hash-functions-879 
https://www.cryptool.org/images/ctp/documents/BA_Echeverri.pdf

e035a ac70b 68eb3 8c1f1 1d3ec 0d489 
f404c 11137 3c7ee 3221 2a5ce f0c69 83b4b 

Before employees send the report to 
clients, Nigel runs the hash function again. 
However this time it returns the following 
hash value: 

9c97e 61d18 e6805 1f58e f0f1d 56370 
a6e71 edba4 4e956 0bf7b 29c4e 67ef 
f27e5 

Nigel can immediately tell that someone 
has ignored his instructions and made 
adjustments to the report instead of 
reporting directly to him.  

Nigel can then rectify any issue and be 
sure that his clients are not receiving 
altered reports without proper 
authorisation. 

https://www.sans.org/reading-room/whitepapers/vpns/overview-cryptographic-hash-functions-879
https://www.sans.org/reading-room/whitepapers/vpns/overview-cryptographic-hash-functions-879
https://www.cryptool.org/images/ctp/documents/BA_Echeverri.pdf


Consensus mechanisms 
Blockchains are decentralised, which means there is no central authority figure to approve the addition of 
new information to the ledger.  

As such, a consensus mechanism is used to update the ledger and add new blocks to the chain. These are 
algorithms that determine how new transactions are added, and by whom. 
 

Description Example

Traditional transactions involve an 
intermediary to check that it is valid, 
i.e., make sure the sender has the 
money they claim they have, and 
that the right receiver gets it. 

This scenario requires a trusted 
intermediary to execute the 
transaction. 

Blockchain transactions, however, 
require no such central authority. 

Instead, consensus mechanisms act 
as an automated, anti-corruption 
mechanism. 

Imagine Nigel is Sally’s father.  

Nigel is in the US on business while Sally is 
at home in the UK. Sally is in charge of the 
house while her father is away. Last night 
there was a problem with the hot water, so 
Sally had to call the plumber, who she now 
needs to pay. She asks Nigel for the £180 to 
cover the plumber’s fees.   
  
Nigel informs his bank that he wants to 
transfer the money to his daughter. 
  
The bank then checks Nigel’s account to see 
if he has enough credit and processes the 
transfer. 
  
Sally then receives the £180 after it has 
passed through the bank who have taken 
their fees. International transactions often 
take days through traditional banks. 



Description Example

Using Blockchain technology, transactions take 
place peer to peer, without relying on an 
intermediary. 

The network programming ensures that the 
transaction takes place correctly. 

This programming is known as the consensus 
mechanism. 

On a Blockchain network, the consensus 
mechanism is how nodes agree that the new block 
is valid and should be added to the chain. 

As practically anyone can run a node, the 
mechanism needs to be designed in such a way 
that it can validate transactions while 
acknowledging that some nodes might be bad 
actors. For example, a node operator might try to 
trick the network and claim they have more assets 
in their wallet than they do. 

Blockchain overcomes this issue by employing a 
proof-of-work mechanism. This asserts that a 
network node can only add a new block to the 
chain by generating a valid hash value. This value is 
generated by calculating difficult mathematical 
problems. This is known as ‘mining’, and requires a 
lot of computing power and, therefore, a lot of 
electricity to carry out. 

As any fraudulent entries will be immediately 
rejected by network nodes simply by checking if 
the hash value is correct, the only way to fool the 
system is by owning over 50% of the network. By 
owning the majority, the individual committing 
fraud can agree ‘by consensus’ (in reality: just with 
themselves) that the false information is correct 
and add it to the Blockchain. 

However, due to the extremely high cost of owning 
over 50%, and the resulting loss in value of the 
network, if it is compromised, this does not happen. 

Another common type of consensus mechanism is 
a proof-of-stake mechanism. This uses the user’s 
investment in the network (i.e., their stake, which is 
normally an amount of cryptocurrency), to select 
who creates the next block.  

If Nigel were to send Sally the money 
on the Blockchain, he could do so 
almost instantly.  

Nigel can simply send Sally the money 
without the need to pass the 
transaction through the bank.  

Now Sally can pay the plumber before 
he leaves and the house has hot water 
again. 

Nigel is a good man, but let us imagine 
for a moment that he is not. Driven by 
an obsession for fame, and facing a 
second poor year in a row for returns on 
assets under management, he tries 
something drastic.  

He does not know much about 
Blockchain, but he has heard that if you 
own 50% of a network, you can show 
more assets than you really own.  

Nigel sees this as his chance to finally 
show clients market-beating returns.  

Therefore, he dumps $2,000,000 in 
client assets into the network to own 
51% and gets to work using the 
consensus mechanism in his favour, to 
show a 50% boost on assets.  

However, what Nigel does not know is 
that such a move does not go 
unnoticed, and a compromised network 
loses its value.  

His ill-conceived attempt at deceit 
crashes the network and wipes out the 
entire value of the $2,000,000 he put 
into the network overnight.  

In reality, Nigel would not be so naive, 
therefore it is the consensus mechanism 
that keeps the network safe from 
malicious attack and fraud. 



Ledger, nodes, cryptography, and consensus mechanisms are the four core elements of a Blockchain. 
However, there is one more addition that has been made to the technology which has big implications: 
smart contracts. 

Smart contracts 
Smart contracts are the digitised version of traditional paper-based contracts. Where normal contracts 
have terms written on paper, which need to be signed and co-signed by witnesses, smart contracts have 
the terms of agreement written in computer code.  
 

Summary  

A consensus mechanism is a judicator that governs a Blockchain network. Without it, 
transactions could not process effectively and would be easy to manipulate. Consensus 
mechanisms employ complex algorithms to ensure that the information added to the 
Blockchain cannot be compromised. 
  
For more information: https://www.blockchain-council.org/blockchain/how-to-pick-the-
best-consensus-algorithm-for-blockchain/

https://www.blockchain-council.org/blockchain/how-to-pick-the-best-consensus-algorithm-for-blockchain/
https://www.blockchain-council.org/blockchain/how-to-pick-the-best-consensus-algorithm-for-blockchain/


The Contract Example

A smart contract can automatically 
approve the exchange of assets when 
the terms of the contract are met. 
  
This means smart contracts can 
automate various business processes.  

Since they are supported by a ledger, 
smart contracts also benefit from being 
easy to audit and verify. 
  
This removes the need for trusted 
intermediaries, expedites the settlement 
of contracts, and lowers losses due to 
fraud or arbitration costs.  

What’s more, it also decreases additional 
transactional costs, making it cheaper, 
too. 
  
A good example of this is the insurance 
industry, which often relies heavily on 
first-hand accounts and extensive 
mediation processes. 

Let us imagine Nigel’s business trip is cut short 
and he has to buy a plane ticket home, LAX to 
LHR for £1000. However, it is winter and he 
has heard that snow could be on the way, so 
he wants cancellation cover.  

He buys cancellation cover for £25.  

The insurance company writes a smart 
contract that requires: 

• Nigel to send his flight details 
including cost and flight number 

• Nigel to pay the £25 to insure his 
flight 

• The insurer to pay the £1000 to 
cover the potential refund. 

The two deposits are kept in a holding 
account until either the flight takes off or gets 
cancelled. 

The insurance company has a computer 
program that can see if any flight in the world 
has been cancelled, and automatically issues 
funds to insured customers. 

If the flight gets cancelled, the contract is 
settled and payment is automatically 
triggered: The insurance company gets the 
£25 cover fee and Nigel gets his £1000. 

If the flight takes off as expected, then the 
insurance company automatically gets 
transferred the full £1025.

Summary 

A smart contract is a computer program that executes the terms of a contract in the form of 
a simple transaction. They can be used to automate the transfer of assets between people 
and businesses. 

More information: https://blockgeeks.com/guides/smart-contracts/

https://blockgeeks.com/guides/smart-contracts/
https://blockgeeks.com/guides/smart-contracts/


Recap 

• Blockchains are decentralised networks of computers that update a distributed ledger of 
transactions. 

• To do so fairly and efficiently, they employ cryptography and consensus algorithms designed to 
prevent fraud and ensure the correctness of information added to the ledger. 

• Blockchains can give organisations complete oversight of their digital assets as well as 
incontrovertible records of their transfer, ownership, and value. 

• In turn, this increases automation, data quality, and compliance. What’s more, it reduces costs 
by removing expensive intermediaries and making fraud ostensibly impossible. 

In the next chapter, we’ll look at how Blockchain is already being used in business and government today. 

 



Blockchain is big business 
Since its creation, Blockchain has taken the business world by storm, with over $23.7 billion raised by 
Blockchain companies since 2013.  

It is transforming and disrupting domains from utilities and agriculture, to healthcare and government. 
Most famously, it has introduced cryptocurrencies to the global economy.  

However, that is not all. With 53% of executives surveyed stating that Blockchain technology has become 
a critical priority for their organisations in 2019, Blockchain is already helping create the future of business. 
Let us take a look at how this is playing out in specific industries. 

Blockchain in Industry 

Banking 

Utilities 

Description Banks and financial service companies are 
using Blockchain to:

Banks and financial service companies 
are already using Blockchain 
infrastructure, primarily to settle cross 
border currency payments.   

This gives customers a faster, more 
economical way to send and receive 
money abroad.

• Settle cross border payments 
• Reduce transaction processing costs 
• Reduce financial fraud 
• Manage ‘KYC’ compliance

More information: https://www.finextra.com/blogposting/17857/blockchain-use-cases-for-
banks-in-2020

Description Utilities companies are using Blockchain to:

Utility companies are already using 
Blockchain infrastructure to introduce 
and manage payments, sales, and 
trading across the value chain.  

They’re also using it to manage 
distribution.

• Issue and trade renewable-energy certificates 
• Enable peer-to-peer power generation and 

distribution through microgrids 
• Electrify undeveloped markets 
• Enable real-time transactions to balance supply 

and demand 
• Manage infrastructure in real-time  
• Connect electric-vehicle charging stations

More information: https://www.mckinsey.com/industries/electric-power-and-natural-gas/our-
insights/what-every-utility-ceo-should-know-about-blockchain

https://www.mckinsey.com/industries/electric-power-and-natural-gas/our-insights/what-every-utility-ceo-should-know-about-blockchain
https://www.finextra.com/blogposting/17857/blockchain-use-cases-for-banks-in-2020
https://www.mckinsey.com/industries/electric-power-and-natural-gas/our-insights/what-every-utility-ceo-should-know-about-blockchain


Agriculture 

  

Healthcare 

Government  

Description Agricultural companies are using it to: 

Agricultural industries are adopting 
smart contracts and automated 
payments to reduce friction points, 
improve traceability, and lessen 
legal burdens.  

• Automatically settle index-based insurance claims 
• Create incorruptible ledgers of land registry 
• Increase transparency across agricultural supply 

chains 
• Monitor, verify and report on green and climate 

bonds

More information: http://www.fao.org/3/CA2906EN/ca2906en.pdf

Description Healthcare organisations are using it to:

In healthcare, Blockchain 
technology can improve the 
security, privacy, and distribution 
of healthcare data.

• Track risk and regulatory compliance 
• Manage, collect, and exchange patient data 
• Manage medical supply chain and inventory 
• Create global patient identification systems 
• Prevent medical insurance fraud

More information: https://www2.deloitte.com/us/en/pages/public-sector/articles/blockchain-
opportunities-for-health-care.html

Description Governments are using it to:

Blockchain supports and improves 
the exchange of information 
between public administrations, 
citizens, and businesses.

• Create Blockchain-based personal identities 
• Develop pension administration systems 
• Produce smart vouchers for low-income citizens 
• Counter VAT fraud 
• Develop new voting systems

More information: https://www2.deloitte.com/us/en/pages/public-sector/articles/blockchain-
opportunities-for-health-care.html

https://www2.deloitte.com/us/en/pages/public-sector/articles/blockchain-opportunities-for-health-care.html
https://www2.deloitte.com/us/en/pages/public-sector/articles/blockchain-opportunities-for-health-care.html
https://www2.deloitte.com/us/en/pages/public-sector/articles/blockchain-opportunities-for-health-care.html
https://www2.deloitte.com/us/en/pages/public-sector/articles/blockchain-opportunities-for-health-care.html
http://www.fao.org/3/CA2906EN/ca2906en.pdf
http://www.fao.org/3/CA2906EN/ca2906en.pdf


Recap 
  

• It is not just the industries above that have already adopted Blockchain technology. Blockchain is 
being adopted across all industries and jurisdictions worldwide. 

• People are using Blockchain technology to improve current information systems and develop 
entirely new ways of providing services. 

• For this reason, Blockchain is attracting large-scale investment and its integration has become of 
critical importance for the majority of company executives. 

  
We have now covered what Blockchain is, how it works, and why it is useful. However, for many people, 
Blockchain is synonymous with Bitcoin, cryptocurrencies, and the hype that surrounded them in 2017. In 
the next chapter, we’ll address that briefly. 

Blockchain — gamechanger, or hype?  

For those not intimately familiar with the space, Blockchain still has the cryptocurrency reputation.  

Some people have heard the story of how you could have bought Bitcoin for a penny and a few years 
later it was worth nearly $20,000 before it crashed to ‘just’ $3500. Others will have heard about some of 
the many ‘altcoins’ that followed a similar — albeit not quite so wild — trajectory. 

But Blockchain is more than just cryptocurrency. Blockchain is simply the technology that made those 
cryptocurrencies possible. It is like the internet and email. In the 90s, many people used the internet 
almost exclusively to email. Yet today you use it to chat with friends, to Google, and Skype. You use it to 
manage your online banking, navigate as you drive, and even run your business. You use it to buy and sell 
and stream your favourite TV shows. 

Blockchain is the same. It is the technology that is changing the world.  

In the next chapter, we’ll take a detailed look at the current problems of digital asset management that 
the Aventus Protocol addresses. 



 

4. The Problem 

“ With Aventus, organisations will no longer need to 
compromise privacy, scalability, security or independence. 

” 



The existing problem with digital assets 
  
This chapter focuses on digital assets and the current problems businesses and individuals face when 
exchanging them. 

It will then explore how current Blockchain solutions, although promising, do not quite solve these 
problems. 

A reminder: What are digital assets? 
We use hundreds of types of digital assets on a daily basis without even realising it. They range from 
tickets and vouchers, to passwords and pictures, and even the money in our bank accounts. 
  

How does a digital asset have value when it is simply a piece of data? 

 Description Example

A digital asset is anything of value that 
someone owns in a digital format. 
Importantly, the term digital asset also 
confers the right to use the asset, 
whether that is to sell it, charge for its 
use, or make a claim to ownership. 
  
Individuals or organisations that own a 
digital asset are known as the rights 
holders or owners. Those that create 
the assets are known as issuers.

Digital assets can include things such as: 
  

• Identification 
• Tickets 
• Documents 
• Contracts 
• Digital currencies 
• Loyalty points 
• Passwords 
• Data 

  
 

 Summary 

There are three important points to remember about a digital asset: 
  

• It is digital, and therefore exists in a format that computers can read. 
• It is uniquely identifiable, meaning there are not multiple copies. 
• It provides value to the company or individual that owns the asset. 

More information: https://www.computerweekly.com/blog/CW-Developer-Network/
What-is-a-digital-asset

https://www.computerweekly.com/blog/CW-Developer-Network/What-is-a-digital-asset
https://www.computerweekly.com/blog/CW-Developer-Network/What-is-a-digital-asset


The value of digital assets 

For a digital asset to hold value, it must be exchangeable, transferable, or sellable. Otherwise, it is simply a 
piece of data stored on a computer. To realise this value, organisations that deal in digital assets require 
three key elements: 
  

• Oversight of asset ownership 
• Control over asset exchange 
• Communication between owners, vendors, and stakeholders in the value chain 

  
Let us look at what these mean. 

Oversight 

For an issuer to derive increased value from their digital assets, they require the ability to see exactly what 
is happening with their assets at any given moment. 

 



 

Description Example

Issuers want to know where people are 
buying their assets, how they are used, 
and who owns them. This is known as 
data governance. 
  
With better data governance, 
organisations can better manage their 
digital assets and improve how they 
advertise, sell, or exchange them. 
  
However, as digital assets can pass 
through many different channels, it can 
be difficult for an issuer to see what has 
happened to their asset. 

Let us imagine that Ed Sheeran sells his 
tickets using the Aventus Protocol.  

Sally buys two of those tickets from a 
reseller. 

Typically, Ed Sheeran would not know 
who sold what, to whom, or when. 

However, with Aventus, he would be able 
to oversee the entire life of his tickets. 

He would see which website sold the 
tickets and how many times they 
changed hands.

Summary 

Oversight gives companies a better understanding of how their digital assets are being 
bought and sold. Greater oversight means these companies can improve the 
management of their assets to boost profit margins. However, current systems for 
digital asset exchange do not often give issuers the oversight they need. 

More information: 
  
https://www.globenewswire.com/news-release/2019/02/13/1724510/0/en/Digital-
Coupons-Continue-to-be-the-Fastest-Growing-Method-of-Redemption-Due-to-
Shoppers-Increased-Demand-for-Convenience.html 
  
https://www.invespcro.com/blog/digital-coupon-marketing/

https://www.globenewswire.com/news-release/2019/02/13/1724510/0/en/Digital-Coupons-Continue-to-be-the-Fastest-Growing-Method-of-Redemption-Due-to-Shoppers-Increased-Demand-for-Convenience.html
https://www.invespcro.com/blog/digital-coupon-marketing/


Control 

For an issuer to protect the value of their digital assets, they need control over how their assets are 
created, managed, and sold. 

Description Example

A lack of control over how digital assets are 
sold can lead to problems such as: 
  
• The distribution of fake copies of assets 
• Price inflation of assets 
• Distribution of assets by unauthorised 

vendors 
  
In turn, these problems can lead to 
reputational damage and eroded consumer 
trust, which damage a company’s bottom 
line. 
  
As such, it is important for companies to 
easily identify their assets and create 
policies that protect their sale.

Here we can return to the original example 
of Sally and Ed Sheeran. 
  
As we’ve seen, ticket touting is a serious 
multi-billion dollar problem. This practice 
relies on the scarcity of tickets and demand 
to attend the show. 
  
Sally searches online for tickets to see Ed 
Sheeran in London and comes across a 
website proclaiming to have the only tickets 
left for £150 each. 
  
As a serious fan, Sally knows the original 
cost of the ticket was just £50.



Communication 

To maximise the value of their digital assets, issuers want to create and maintain a relationship between 
themselves and the owner.  

Description Example

However, most organisations in asset 
value chains do not willingly share 
information regarding their assets due to 
privacy and poor communication.  

This means the issuer either has to keep 
the assets within their organisation, or 
relinquish control to third-party resellers.

Here we can return to the original 
example of Sally and Ed Sheeran. 
  
As we’ve seen, ticket touting is a serious 
multi-billion dollar problem. This practice 
relies on the scarcity of tickets and 
demand to attend the show. 
  
Sally searches online for tickets to see Ed 
Sheeran in London and comes across a 
website proclaiming to have the only 
tickets left for £150 each. 
  
As a serious fan, Sally knows the original 
cost of the ticket was just £50.  
  
In fact, this unethical practice has led to 
Ed Sheeran cancelling tickets sold 
through resale sites and issuing lawsuits 
against the companies that operate 
them. 

As a result, since Sally was unable to get 
tickets when they originally went on sale, 
she now can not go at all. 

With Aventus, however, Ed Sheeran finally 
has control over how his tickets are sold 
and resold, and to whom.

Summary 
  
An issuer loses potential value in their digital assets if they cannot control their sale and 
resale. A lack of control can lead to losses in profit due to reputation damage and 
lower consumer trust. With the Aventus Protocol, asset issuers can control how third 
party resellers interact with assets and, for example, take a margin from resales or 
allow access only to a limited volume.



The company retains the owner’s contact information so they can re-engage with the owner to send them 
future offers, promotions, or event details. It also allows issuers to contact owners in the case of legal or 
urgent issues. 

What’s more, issuers can communicate and exchange data with vendors and third-party sellers to 
improve relationships across the value chain. 

 

Description Example 

The company can also use the 
contact information for analytical 
purposes, i.e., to better understand 
purchasing behaviours, and improve 
sales techniques. 
  
When a secondary vendor sells an 
asset, the original issuer or vendor 
usually loses this relationship.  

Therefore, they also lose the 
opportunity to derive increased value 
from future sales.  

For this reason, issuers and vendors 
are often reluctant for other sellers to 
distribute their assets, which restricts 
their potential market share.

Imagine that Ed Sheeran releases 100,000 tickets.  

Let us say the average person buys two tickets at a 
time. In an ideal world, Ed Sheeran would now have 
direct contact information for 50,000 fans like Sally.  

He could use that information to notify Sally and the 
other 49,999  fans of updates, and he could sell 
albums, and notify them of future ticket sales.  

However, if touts were to buy half of the tickets upon 
launch, that means Ed now has just 25,000 contact 
details and a handful of useless details for touting 
companies.  

That halves his future selling potential and means true 
fans like Sally miss out on news they’d like to hear.



Recap 
  

• Digital assets are digital representations of an item of value that an organisation or individual has 
the right to sell, use, or own. 

• The value of these assets depends on their ability to be sold, used, or exchanged. 
• To do this effectively, companies require oversight and control over how their assets are used. 
• The current model means asset issuers lose the potential for communication with those who buy 

and sell their assets. 
• Current business practices, processes, and privacy concerns do not allow issuers to easily achieve 

these four things. 
  
In the next chapter, we look at how these issues manifest in industries that involve digital assets. 

How digital asset industries work 
  
Traditionally, before Blockchain, the only way of achieving oversight, control, and communication was to 
create siloed, closed ecosystems.  

In these closed ecosystems, the issuer either owns the full supply chain, or has built trusted legal 
relationships with every other entity in their supply chain.  

This is extremely time-consuming, complicated, and expensive.  

To better understand what this means in the real world of business, let us look at a few industry examples. 

Summary 
  
Keeping a close relationship with customers is vital to the success of a business. However, when it 
comes to selling assets through secondary vendors, the original issuer or vendor can lose this 
relationship. This reduces profitability and often means that many companies will not allow their 
assets to be resold or distributed through other channels. 
  
More information: https://link.springer.com/chapter/10.1007/978-3-642-20370-1_71

https://link.springer.com/chapter/10.1007/978-3-642-20370-1_71
https://link.springer.com/chapter/10.1007/978-3-642-20370-1_71


Event ticketing 

 

Description Example

In the event ticketing industry, the promoter, 
Live Nation, owns the ticketing company 
(Ticketmaster), as well as the resale platform 
(the resale ticket exchange).  

They also either own or lock the venue into 
exclusive long term agreements, since this is 
ultimately where the customer redeems their 
tickets.  

Currently, Ed Sheeran announces a new tour, 
which Live Nation helps promote, so the 
tickets go on sale at Ticketmaster.  

This is where Sally goes to buy her tickets. 
Sally wants to watch Ed in London where the 
shows take place at the 02 arena.  
 
To protect their oversight, control, and 
communication, Live Nation and the 02 arena 
are tied into a long-term agreement.  

This limits the potential for other venues and is 
costly to build and maintain.

Summary 

Ticket issuers like Ed Sheeran have little control over their tickets and the resale of tickets is a 
serious business that affects the fans’ experience. That is why they try to maintain control by 
maintaining tight relationships with limited parties. That limits potential and comes with 
significant drawbacks that Aventus can solve. 

More information: 
https://assets.publishing.service.gov.uk/media/55194733ed915d14270000a5/552.pdf

https://www.ticketmaster.co.uk/
https://www.ticketmaster.co.uk/ticket-exchange
https://assets.publishing.service.gov.uk/media/55194733ed915d14270000a5/552.pdf


Loyalty 

Description Example

One of the largest loyalty schemes 
is Avios. Consumers earn loyalty 
rewards in the form of Avios points 
by shopping at retailers such as 
Tesco, BP, and iTunes.  

Users can eventually redeem these 
points against flights, hotels, and 
car rentals. 
  
The retailers purchase the points 
directly from Avios, who set static 
reward values.  

As such, Avios need to create and 
maintain bespoke deals with each 
and every retailer. Standardisation 
is currently not possible. 

Dan only fills his car with fuel at BP or Tesco to collect 
Avios points.  

He would love Avios to offer a greater selection of 
reward partners, and Avios would surely love to work with 
more partners to grow their business. However, working 
in the industry, Dan knows the challenge Avios face.  

The network of Avios with retailers and customers is too 
complex and expensive to maintain because there is no 
way to standardise and automate the onboarding of 
new partners. What’s more, there is no way to reconcile 
the data associated with how the loyalty points are 
earned or spent. 

That is why Avios’ growth is limited. Dan is limited by 
where he can spend, and potential partners miss out on 
business from loyal Avios users.

Summary 

Businesses that want to run a loyalty reward coalition scheme struggle to onboard new partners. 
This limits their growth. Aventus helps businesses that run loyalty programmes to control and 
oversee their assets so they can bring in new partners and broaden membership. 

More information: https://www.moneysupermarket.com/money-made-easy/avios-travel-rewards-
explained/

https://www.moneysupermarket.com/money-made-easy/avios-travel-rewards-explained/
https://www.moneysupermarket.com/money-made-easy/avios-travel-rewards-explained/


Finance 
 

Description Example

Currently, financial assets are generally issued 
and transferred within a trusted set of 
exchanges under a central market.  

A centralised market or exchange is a 
structure whereby all orders must pass 
through one central exchange with no 
competing market.  

For example, anyone wishing to invest in 
public companies can only do so through the 
exchange on which it is listed, e.g the Nasdaq.

Imagine Nigel wishes to increase the yield 
earned from his company’s portfolio of assets.  

This requires riskier investments in startups 
and other types of investments that are 
difficult and time consuming to find. 

Currently, Nigel has to talk with start-ups one 
by one, partner with venture capitalists or use 
crowdfunding platforms to find alternative 
investments. 

There is no way for him to simply buy shares 
or bonds in small companies or professional 
sports star contracts in the same way he could 
a public company.

Summary 

With Aventus, the issuance and exchange of financial assets does not have to be so centralised 
and rigid. New, alternative forms of value can be transformed into financial instruments to which 
investors can gain exposure. 

More information: https://www.investopedia.com/articles/investing/082614/how-stock-market-
works.asp

https://www.investopedia.com/articles/investing/082614/how-stock-market-works.asp


Recap 
  
• To control, oversee, and communicate across the whole digital asset value chain, issuers often need to 

own the whole chain. 
• If not, they need to create legal and administrative relationships with every entity in the chain. 
• This is extremely time-consuming and expensive both to build and maintain. 

In the following section, we take a closer look at current Blockchain systems and see how certain design 
flaws are hindering adoption by digital asset managers. 

Blockchain in digital asset exchange 
The inherent problem here is that Blockchains typically trade-off scale and privacy with security and 
independence.  
 
To understand Aventus’ value proposition, we first need to examine the various implementations of 
Blockchain-based smart contract solutions currently in use.  
  

Blockchain solutions currently in use 

Blockchains are split into two basic types: private and public. They differ in two important ways: 
  

1. Who can join the network 
2. How consensus is achieved 

  
The following section inspects more closely the difference between public and private Blockchains and 
their respective pros and cons. 



Private Blockchains 

 

Description Example

A private Blockchain (also known as a 
permissioned Blockchain) is one that is owned 
by a closed group or individual organisation.  

To become a participant in the network, 
individuals require an invitation.  

As such, there are fewer nodes on the network 
required to reach consensus and update the 
ledger. 

Banks and governments might run private 
intra-organisational Blockchains to settle 
trades or manage tax returns.  

Clearly, Nigel does not want his personal tax 
returns shared with the public.  

A private Blockchain would allow the 
government to efficiently collect the correct 
tax without revealing sensitive information. 



Public Blockchains 

Public Blockchains are open and decentralised - meaning anyone can use them.  

When anyone can join or leave the Blockchain network, we observe the true power of the technology. 
Blockchain’s true power is to facilitate value transfer and communication in low-trust environments. That 
means you do not need to rely on human trust for a network to function properly. As a natural 
consequence, complex legal, administrative and governance frameworks become almost redundant.  

Pros Cons 

Privacy 
Permission to interact with the network can 
be restricted. For instance, only certain 
participants can carry out certain 
transactions. 
  
Scalability 
Fewer nodes on the network means rapid 
transaction speeds and, therefore, the ability 
to offer enterprise-grade scale.

Security 
As the number of nodes is limited, those 
operating the nodes could more easily collude 
to commit fraud. 
  
Independence 
As the network is owned by a central 
authority, they have monopolistic power. 
Among other things, they could overwrite 
previous entries to the ledger, or change how 
the network operates.

Summary 

Private Blockchains offer good privacy and scalability, but require the mutual trust of all 
network participants.  

This limits their scope and requires complex legal, administrative, and governance 
arrangements between participants. 

More information: https://selfkey.org/understanding-public-vs-private-blockchain/

https://selfkey.org/understanding-public-vs-private-blockchain/


Description Example

A public Blockchain (also known as a 
permissionless Blockchain) is one that anyone 
can join.  
This means that any node can read and write 
information on the ledger in accordance with 
the consensus mechanism.  
Importantly, no single entity has control over 
the network, nor can control who updates the 
ledger.

The most famous public Blockchain is Bitcoin. 
It was created to allow users to send 
cryptocurrency to each other and bypass the 
central banking system.  
The second-largest public Blockchain is 
Ethereum.  
Ethereum creator, Vitalik Buterin, created 
Ethereum to add smart contract functionality 
to Blockchain technology and allow for the 
creation of Blockchain-based applications.

Pros Cons

Security 
The consensus mechanisms used on a public 
Blockchain network prevent fraud or collusion. 
  
Independence 
Given the number of nodes, it is prohibitively 
expensive to achieve network dominance, 
meaning a competitor will not be able to buy 
up a large enough share of the network to bias 
transactions in their favour.

Privacy 
To verify transactions, they need to be 
broadcast publicly, which is not favourable for 
most businesses. Most businesses will want to 
keep their accounts and balances private.  
  
Scalability 
As there are many nodes on the network, it 
can take a long time to reach consensus and 
verify transactions.

Summary 

In other words, public Blockchains offer high levels of security and independence. They create 
‘trustless’ environments in which participants do not need to know each other nor have 
agreements in place. However, they do not provide the levels of scalability (speed) and privacy 
required by enterprise-grade businesses. 

More information: https://hackernoon.com/the-battle-between-private-and-public-blockchains-
b01a35rb

https://hackernoon.com/the-battle-between-private-and-public-blockchains-b01a35rb


Public (permissionless) Blockchains demonstrate obvious commercial benefits for businesses looking to 
replicate their web 2.0 operations on a more distributed architecture.  

However, we expect a paradigm to emerge similar to that observed with cloud computing. With the 
transition to the cloud, businesses found themselves locked in with bespoke providers, unable to migrate 
their infrastructure. This left them subject to censorship and price discrimination, and also vulnerable to 
collusion-based attacks around value exchange. 

Thus, the Aventus view is that hosting all nodes within one organisation is redundant. When choosing 
between a private or public network, the trade-off between scalability and privacy versus security and 
independence has to be considered in the context of value exchange and potential monopolisation.  

Recap 
  
• Blockchains can offer considerable benefits to the exchange of digital assets. 
• Current implementations of Blockchain technology, however, come with considerable compromises. 
• To incorporate Blockchain in their processes, organisations have to choose between privacy and 

scalability, and between security and independence. 
  
In the following chapter, we introduce The Aventus Protocol: a Blockchain-based solution for the exchange 
of digital assets. With Aventus, organisations will no longer need to compromise privacy, scalability, 
security or independence. 

 



 

5. The Aventus Solution 

“ With the Aventus Protocol, there is no trade-off. 
Organisations are free to benefit from the combination of 
private and public Blockchains without the drawbacks.” 



The Aventus solution to the digital asset 
problem 

A number of industries and participants have adopted platforms like IBM’s Hyperledger over Ethereum 
because they cannot sacrifice scale or privacy.  

However, at least in the proof-of-concept stage, they are prepared to sacrifice independence and accept 
lower levels of security than that afforded by Ethereum. 

With the Aventus Protocol, there is no trade-off. Organisations are free to benefit from the combination of 
private and public Blockchains without the drawbacks. 

The following chapter will introduce Aventus’ solution to the current problems of Blockchain technology. It 
will give you a high-level overview of the Aventus Protocol’s system architecture, how it is used, and how it 
will benefit digital asset issuers, managers, and owners. 

The Aventus Protocol 
The Aventus Protocol is a Blockchain solution that combines the scale and privacy of private Blockchains 
with the security and independence of public chains. 

 It solves issues with scalability by taking transaction processing off-chain and uses cutting-edge ‘zero-
knowledge proofs’ for privacy. The ultimate goal of the Aventus Protocol is to improve standardisation, 
trust, and security across value chains. It does this while lowering costs, reducing friction, and generating 
entirely new asset services. 
  
The following section will explain the protocol’s key functions and how they work. 



A Layer 2 solution 

The Aventus Protocol is what is known as a ‘Layer 2 Solution’.  

This means that it is built on top of an existing public Blockchain network, in this case Ethereum. This layer 
2 Solution processes transactions ‘off-chain’.  

The purpose for this is to solve the scalability problems of Ethereum, while maintaining the benefits of 
security and independence. 

This in itself is not new. To address the shortcomings of public Blockchains, various developer communities 
have moved to creating ‘Layer 2’ or, more accurately, ‘Execution Layer’ solutions.  

In the case of Bitcoin, for example, Lightning has become the de-facto scaling solution. Initial 
implementations of these solutions tend to either be suboptimal rehashes of the base Blockchain, or are 
too specific to be commercially viable. Furthermore, a trade-off is evident between preserving the full 
security of the base Blockchain and transaction finality with high throughput. 

The Aventus Protocol, however, is a cutting-edge Layer 2 solution with privacy considerations. 

 



Description Example

A Layer 2 Solution is built on top of an 
existing Blockchain to improve 
scalability. 

The Aventus Protocol is a secondary 
Blockchain solution which lets Aventus 
process transactions more efficiently, 
independent of the Ethereum 
Blockchain. This is known as ‘off-chain’ 
processing. 
  
Transactions are processed and verified 
more efficiently by Aventus Nodes (see 
section 3.2.2.1 Aventus Nodes).  

They are then batched together into 
Aventus Blocks and sent to the 
Ethereum Blockchain where they are 
made public. 

In this sense, Aventus is a Blockchain 
within a Blockchain.

Imagine Sally buys her Ed Sheeran tickets 
immediately upon launch. 

The tickets she buys are transacted across the 
hypothetical Aventus Protocol in which the Layer 2 
Solution does not exist.  

Tickets usually sell out in minutes. 

But this time, Ed Sheeran’s team are panicking, how 
can it be that they have only sold 10% of tickets? 

Well, without the Layer 2 Solution to process 
transactions through nodes ‘off-chain’, the entire 
network could only process 100 tickets per second.  

That means fans would have to wait hours for their 
tickets to be processed. 

However, with the Layer 2 Solution, transactions are 
batched by Aventus Nodes and then sent to the 
Ethereum Blockchain.  

This way, fans can buy tickets at true scale.



This means the Aventus Protocol can process transactions faster than a public Blockchain, while still 
preserving the properties of Ethereum where transactional information is made public.  

This is where zero-knowledge proofs come in. 

Zero-knowledge proofs and Sigma protocol for 
privacy 

All transactions on the Aventus network can contain a private piece of information that can be verified, 
without disclosure, using a Sigma Protocol.  

This can be anything the user wants to remain confidential. It can be as simple as their identity 
information, or a secret piece of information given from the vendor to the owner for the purpose of 
proving ownership. What’s more, the Sigma Protocol can let customers redeem their assets with a 
different vendor, e.g. in the case of loyalty cards.  

The implementation of zero knowledge also minimises attack vectors concerning Aventus nodes, and 
asset distributors attempting to manipulate digital asset transactions.  

In the case of tickets, we use zero knowledge proofs so that a ticket owner can prove they have the 
“barcode for entrance the door” data without having to show the barcode. This means you can prove you 
are the legitimate ticket owner without having to show the ticket. This helps ticket owners prove 
ownership without having to reveal private information. To achieve this, we use cryptographic primitives to 
link an owner to an asset in one direction.  

Summary  

Off-chain processing allows the Aventus Protocol to more quickly verify transactions while still 
benefiting from the security of the public Ethereum Blockchain. The processing is handled by 
Aventus Nodes, which batch transactions together before making them public. 

More information: https://www.ibm.com/blogs/systems/storage-for-blockchain-and-modern-
distributed-database-processing/ 
  
https://media.consensys.net/the-state-of-ethereum-layer-2-protocol-development-2-
f22b2603abd6

https://www.ibm.com/blogs/systems/storage-for-blockchain-and-modern-distributed-database-processing/
https://media.consensys.net/the-state-of-ethereum-layer-2-protocol-development-2-f22b2603abd6


 

Description Example

The Aventus Protocol leverages zero-
knowledge proofs (ZKPs) to address the 
problem of privacy on the Ethereum 
Blockchain.  

The goal is to prove a statement without 
leaking extra information. 

ZKP lets you prove you know something to 
someone without actually revealing the 
information. The term ‘zero knowledge’ 
originates from the fact that zero information 
about the secret is revealed, but the second 
verifier is rightfully convinced that the first 
party holds the information. 

Why would you need to prove you know a 
secret without revealing it? 

When you do not trust the other party but 
still need to persuade them that you know it. 

On the Aventus Protocol, a user can choose 
to make certain parts of their transactions 
private by using a ZKP.  

This could include, but is not limited to: 
  

• Identity information 
• Transaction value 
• Asset details, etc.

Imagine the Ed Sheeran concert is 18+ due to 
explicit content. Sally needs to add her 
identity to the ticket she just bought as well 
as prove her age. 

Naturally, he does not wish to share her 
name, address, and date of birth information 
publicly. 

So she uses zero-knowledge proof over the 
Aventus Protocol. 

Using zero-knowledge proof cryptography, 
she can prove to the verifier who she is and 
authenticate the transaction using a 
cryptographic fingerprint without having to 
reveal her age or identity information. 

If Sally decides to sell the ticket, she can do 
so on a ticket reseller website. 

Here, the ticket reseller and new ticket owner 
will require proof of Sally’s identity. 

Using a zkp, Sally can prove her identity 
without having to reveal her driving licence, 
passport, or sensitive information directly.



 

Zero-knowledge proofs are an advanced form of cryptography that allows a ‘prover’ to prove 
a piece of information is true to a ‘verifier’ without revealing anything about the information.  

On the Aventus Protocol, ZKPs are used to protect the privacy of transactions, and add 
another layer of security. By employing this system, the protocol allows users to transact assets 
secretly, while still ensuring that all transactions can be validated on the Blockchain. 
  
More information on Sigma protocols: http://www.cs.au.dk/~ivan/Sigma.pdf

The implementation of zero-knowledge also 
minimises possible ways that the network 
could be attacked, and prevents asset 
distributors from manipulating digital asset 
transactions by obscuring key information. 

The decision to opt for the Sigma Protocol is 
because the Aventus use case is narrow 
enough such that generality is not required. It 
also allows for faster proof generation, which 
has allowed us to create a proof on a 
smartphone in less than one second.  

If Sally decides to sell the ticket, she can do 
so on a ticket reseller website. 

Here, the ticket reseller and new ticket owner 
will require proof of Sally’s identity. 

Using a zkp, Sally can prove her identity 
without having to reveal her driving licence, 
passport, or sensitive information directly.

Our previous implementation of zk-SNARKs 
resulted in proof generation that was too 
slow on mobile devices, and produced 
expensive verification.  

We will continue to explore other zero 
knowledge proofs as development of the 
Aventus Protocol advances.

http://www.cs.au.dk/~ivan/Sigma.pdf
http://www.cs.au.dk/~ivan/Sigma.pdf


Aventus combines the scale and privacy of permissioned Blockchains without trading off the security and 
independence benefits of public chains. We achieve this by employing a Layer 2 Solution that solves for 
scale, and uses cutting-edge zero knowledge proofs to solve for privacy.  

Today, the Aventus Protocol can scale to thousands of transactions per second, and is completely GDPR 
compliant. In its current state, it preserves key components of decentralisation, with certain elements 
made open source. A future, full-release will be entirely decentralised and wholly open source. 

With Aventus, myriad unknown participants can interact with each other without significant compromise 
on transaction finality and speed. We have done this by restricting our problem domain solely to digital 
asset exchange (issuance, transfer, and communication), which allows us to take shortcuts in computing 
and finalising state.  

Recap 
  

• The Aventus Protocol is a Layer 2 Solution. 
• This means it processes transactions via its own nodes, and then adds them to the Ethereum 

Blockchain. 
• The reason it does this is to overcome the problem of scalability on Ethereum, while still 

benefiting from its security and independence. 
• The problem of privacy is addressed by employing a type of cryptography known as zero-

knowledge proofs. 
• These proofs allow users to add confidential information to transactions without revealing this 

information to the public, and while still allowing for the transaction to be publicly validated. 
• The Sigma Protocol means users get their proof via their mobile in less than a second. 
• The ZKPs add another layer of security to the protocol. 

  
The following section will introduce the Aventus Protocol’s network architecture, and explain how each 
element works to improve digital asset exchange. 
 



 

The Aventus Protocol is split into three tiers, each of which is responsible for different functions of the 
network: 
  
• Tier 1: where the Aventus Protocol interacts with the Ethereum Blockchain. 
• Tier 2: where initial verification and transaction processing takes place. 
• Tier 3: where third parties create mobile and web applications that use the Aventus Protocol. 

These three tiers, when combined, deliver fully on scalability, security, privacy and independence. 

The following sections explore each tier in more depth. 



Tier 1 — Ethereum Blockchain 

Within Aventus’ architecture, the base-Blockchain is the ultimate adjudication and audit layer, and is 
where a participant in the ecosystem can objectively resolve any Tier 2 disputes.  

A fully decentralised public Blockchain is a key attribute of Tier 1 as it delivers the highest degree of 
security and independence. This is crucial in industries such as ticketing, which are plagued by low trust. 
Tier 1 uses a combination of Merkle roots, adjudication, and governance processes to finalise asset 
transfers. 

Description Example

A fully decentralised public 
Blockchain is a key attribute of Tier 1 
as it delivers the highest degree of 
security and independence.  

For this purpose, the Aventus 
Protocol uses the Ethereum 
Blockchain. 

The consensus mechanism makes sure that the digital 
assets transacted aren't susceptible to fraud in the value 
chain.  

This is why, when Ticketmaster and See Tickets are both 
selling Ed Sheeran tickets for The O2 — even though 
Ticketmaster has a long standing relationship with The 
O2 — See Tickets knows that they are getting an equal 
allocation of tickets with equal priority.

The Aventus Protocol uses Ethereum public Blockchain as its Tier 1 layer. This is because Ethereum 
offers high levels of security and independence. It creates a ‘trustless’ environment in which 
participants do not need to know each other nor have agreements in place.  

More information: https://ethereum.org/

https://ethereum.org/
https://ethereum.org/


Merkle roots  

Description Example

Asset transfers on the Aventus Protocol are 
handled in Tier 2, where they are processed 
into Aventus Blocks. 

Merkle trees are a way of structuring data for 
efficient and secure verification (see section 
3.2.2 Tier 2).  

Inside these trees are the details of every asset 
transfer. 

In Tier 1, the root of this tree (known as a 
Merkle root or the Aventus Block hash) is 
posted to the Ethereum Blockchain where it is 
made public.  

The Merkle root is a hash value for all 
transactions that take place in its respective 
Tier 2 tree. This lets anyone verify the validity 
of a transaction by checking the hash value of 
the root rather than check each transaction 
individually.

Imagine Sally buys four Ed Sheeran tickets.  

She gives one to Dan, and has two spare that 
she would like to give to another couple with 
whom they often spend time. 

Unfortunately, the other couple is away on 
holiday, so Sally decides to sell the remaining 
two tickets. 

The Aventus Protocol handles the transfer of 
the two tickets, where the transactions are 
processed into Merkle trees. 

Inside these trees, you’ll find the details of 
every asset transfer. 

This allows the new ticket holders, as well as 
the concert management staff, to verify 
ownership. 



Adjudication 
 

Summary 
  
Merkle trees are a way of structuring data that lets someone efficiently verify the information in 
the data set. In Tier 1, the root of this tree (the Merkle root), is posted publicly on the Ethereum 
Blockchain. In terms of digital assets, this means anyone can check the existence, ownership, and 
transfer of an asset at any given moment. Within the Aventus Protocol, a Merkle tree is an 
Aventus Block, and a Merkle root is an Aventus Block hash. 
  
More information: https://brilliant.org/wiki/merkle-tree/

Description Example

By posting these roots onto Ethereum, anyone 
can look up any transaction on the Aventus 
Protocol. This allows them to prove ownership 
and transfer an asset at any time.

What’s more, the concert management staff 
can do this at scale, with all 100,000 tickets, 
by checking the hash value rather than 
thousands of transactions one by one.

https://brilliant.org/wiki/merkle-tree/
https://brilliant.org/wiki/merkle-tree/


 

Description Example

Since asset transfers are processed privately 
on Tier 2 by Aventus Nodes (see section 3.2.2.1 
Aventus Nodes), Tier 1 allows these 
transactions to be challenged publicly by 
posting them to the Ethereum Blockchain. 
  
If, for instance, a node on the Aventus Protocol 
tries to commit fraud, anyone can challenge 
their activity and prevent it being added to 
the ledger (see section 3.4.4.2 Challenging 
fraud on the Aventus Protocol).  

In this sense, the Tier 1 Ethereum layer acts as 
the adjudicator before transactions are set in 
stone on the ledger.

Sally and Dan have been dating for a while 
when Sally discovers something terrifying 
about her new boyfriend. 

He has been lying about the fact he likes Ed 
Sheeran. Sally is horrified, but the betrayal 
does not end there. 

Dan has tried to sell the same concert tickets 
multiple times to make a little extra cash this 
month.  

Dan runs an Aventus Node to manipulate 
transactions to try and sell the same concert 
tickets. 

Discovering this, Sally challenges Dan’s data 
by posting them publicly to the Ethereum 
Blockchain. 
  
This proves that Dan was committing fraud, 
and his data is not added to the ledger.

Summary 
  
By posting the details of asset transfers publicly on the Ethereum Blockchain in Tier 1, it 
is easy to challenge and prevent fraudulent activity regarding asset transfer.



Governance 
 

Description Example

Aventus employs a democratic voting system whereby 
every token holder has a vote in the rules that govern the 
system. 

It is in Tier 1 where these governance parameters are set 
and maintained. 

This includes defining rules around:  

• How much AVT an Aventus node processing Aventus 
blocks needs to stake, or deposit, in AVT 

• How long that deposit is held until it is released back, if 
no challenges occur 

• How long people have to challenge transactions before 
they are deemed safe 

These rules can be voted on and altered (via consensus) by 
AVT holders on a quarterly basis.  

As such, the Aventus Protocol is adaptable and can 
change dependent user requirements.

Let us say Lucy, our Blockchain 
lover, wants to reduce the root 
deposit for a node to process a 
transaction from 300AVT to 
200AVT so she can process more 
transactions from her node 
without tying up all her tokens. 

Lucy then initiates a vote. The 
community votes in her favour, 
and the proposal passes. 

Every token holder receives one 
vote per token they hold. 

Those with a greater holding of 
AVT have a greater voting voice in 
the governance of the network.

Summary 
  
AVT token holders in Tier 2 vote on the governance of the protocol and require consensus to pass 
new rules that are maintained in the Tier 1 public Blockchain architecture. This ensures that the 
network is self regulating, fair for all participants, and can evolve as industries change.



Recap 
  

• Tier 1 is what is known as the ‘open Blockchain adjudication layer’. 
• It is here that the data regarding asset transfers on the Aventus Protocol is posted publicly to the 

Ethereum Blockchain. 
• This allows the existence, ownership, and transfer of an asset to be checked and proven at any 

time. 
• It also allows fraudulent activity to be easily challenged and prevented. 
• Finally, it is in Tier 1 that network governance is determined. 
• This determines the ‘business logic’ of the protocol, i.e. how the network operates and evolves 

over time. 

Changes to the network are only passed if agreed upon by consensus by Aventus Nodes. 

 



Tier 2 — The Aventus Network Layer 

The Tier 2 layer deals with the initial verification and processing of transactions. It is where asset 
management platforms send transactions for processing by Aventus Nodes.. 

Aventus network nodes will function much like existing Blockchain networks today (e.g. Ethereum, Ripple 
etc.).  

Aventus Nodes 
 



 

Description Example

As with other Blockchains, the Aventus 
Protocol relies upon nodes to process 
transactions. 

When a transaction takes place on an 
asset transfer platform (in Tier 3), it is 
sent to an Aventus Node for processing. 
  
This transaction is then forwarded on to 
the other nodes in the network, which 
creates a shared memory pool of 
unprocessed transactions. 
  
These transactions are combined into a 
Merkle tree for more efficient processing. 
  
The Merkle root of this tree is then 
posted to Tier 1, where the transactions 
are processed and made public on the 
Ethereum Blockchain. 
  
For creating these Merkle trees, the 
Aventus Nodes are rewarded financially 
(see section 3.4 Token economics).

Imagine Sally sells one of her spare Ed 
Sheeran tickets on a ticket resale website.  

The website builds on the Aventus 
Protocol and is running a Tier 2 Aventus 
Node so it can forward its ticket resale 
transactions to the Aventus network. 

The ticket sales are sent to other network 
nodes for verification which create a pool 
of unprocessed transactions. 

They combine into an Aventus Block for 
quick and efficient processing, which is 
then posted to the Tier 1 Ethereum 
Blockchain where they are made public. 

Although she might not understand how 
it happens, the sale of Sally’s ticket on 
the resale website is safe and secure — 
and possible at scale — because it 
passes through all three tiers.

Summary 

Tier 2 is the Aventus layer. It is here that the nodes process and verify private 
transactions before being posted publicly to the Ethereum Blockchain. Tier 2 also 
connects Tier 1 and Tier 3 allowing for third party integrations.



Proof-of-authority consensus 

Currently, the Aventus PoA network boasts tk X transactions per second at its theoretical 
limit, with a minimum confirmation time of tk X seconds. Confirmation times vary by digital 
asset type, since some (e.g. Ticketing) have a less stringent requirement on fast confirmation times 
than others (e.g. Loyalty). 
 



Summary 
  
In Tier 2, the Aventus Nodes receive, process and validate transactions from asset 
transfer platforms. These transactions are batched up into Merkle trees for more 
efficient processing. Nodes are then selected ‘randomly’ in alignment with the Aventus 
Node Reputation System to achieve a consensus for validation. Finally, they send the 
Merkle root of these trees to Tier 1 where they are processed and made public.

Description Example 

The Aventus Protocol currently uses a 
proof-of-authority consensus mechanism 
to maintain the ledger.  

This means that the nodes responsible 
for updating the ledger are chosen based 
on their proven identity. In our case, these 
nodes are owned and operated by the 
Aventus Protocol Foundation and its 
partners. 
  
The protocol allows for full, public 
transparency of both incoming and 
processed transactions.  

Nodes follow a deterministic schedule to 
propose blocks to the network by 
batching transactions into Merkle roots.  

However, it is not truly decentralised and, 
therefore, independent. This decision was 
made to promote the protocol 
commercially, and create a testbed for 
the configuration of Aventus’ upcoming 
proof-of-stake network (see section 3.6 
Future development). The full release of 
the Aventus Protocol will be completely 
decentralised.

Imagine that Lucy, our favourite 
Blockchain enthusiast, runs an Aventus 
Node. 

To do so, she sold some Bitcoin to afford 
the stake in AVT tokens.  

Lucy’s node has a high reputation score 
because she keeps the node up and has 
an excellent challenge history.  

When Sally sells her Ed Sheeran ticket, 
Lucy’s node is one of those chosen to 
verify the transaction and add the 
transaction to the ledger. 

From there, the nodes post the Merkle 
tree — containing Sally’s ticket 
transaction — to Ethereum.  

In return, Lucy’s node earns a fraction of 
the processing fee.



Tier 3 — The SaaS and custom implementation 
layer 

Building on top of the Tier 2 protocol layer is the Tier 3 client application domain, i.e software-as-a-
service, web and mobile applications, etc.  

Here, third parties can extend upon and monetise the key attributes of Aventus’ Tier 2 solution by 
developing bespoke solutions for clients operating in digital asset supply chains. 

Software development kits (SDKs) 

 



Description Example

A key part of Tier 3 is the Aventus SDKs. 
These tools allow third-party developers 
to easily create applications that utilise 
the Aventus Protocol.  

If you’re familiar with coding, you can 
liken it to web applications. In the same 
way that HTML and HTTP can be used 
to build and deliver a variety of web 
applications, the powerful abstractions 
offered by Tier 2 can be used to serve a 
variety of clients’ needs.  

To this end, we have started creating a 
family of SDKs that can support some 
interesting use cases, such as ticket 
delivery, a specific implementation of 
messaging (e.g. ticket communication), 
and rules-based inventory distribution.  

The flexibility of the Aventus network 
gives clients the opportunity to 
experiment and discover yet more 
applications that leverage our Layer 2 
Solution.

Lucy’s passion for Blockchain unleashes 
her entrepreneurial potential.  

As well as being a node, she sees 
potential in the various SDKs she could 
build. She spends her evenings deciding 
which of the possibilities she should 
focus on first. She is not yet sure 
whether to build: 
  
• Dashboards and software tools for 

issuing, transferring and redeeming 
assets. 

• Global distribution networks in which 
allocations and digital asset rules are 
backed by the Blockchain. 

• Powerful communication systems 
between asset issuers, vendors and 
current owners, where messages are 
encrypted and delivered via the 
Blockchain to the asset itself. 

• Data analytics and visualisation tools 
to view and use the rich digital asset 
data sets found on the Blockchain.  

• New marketing tools where micro-
distribution, referrals, and affiliate 
sales are tracked independently and 
rewarded with micropayments based 
on preprogrammed rules.

Summary 

Tier 3 is where anyone wishing to build something can interact with the Aventus Protocol. 
This could include, for example, asset issuer platforms, tech companies, marketing 
companies, or anyone who sees value. Software developers can use the Aventus 
development kits to produce all sorts of applications that can benefit from the integration 
of Blockchain.



Recap 

• The Aventus Protocol is structured in 3 tiers. 
• Tier 1 creates a public record of asset transfers by adding transaction information to the 

Ethereum Blockchain. 
• This allows assets to easily be tracked and traced at any given moment, and for fraud to 

be identified and prevented via the auditability and security of Blockchain. 
• In Tier 2, the Aventus network nodes process transactions sent to them from third-party 

platforms. 
• This increases the speed at which transfers can be normally processed on the public 

Ethereum Blockchain. 
• In Tier 3, asset transfer platforms connect with the protocol via software development kits. 
• Developers can use these kits to create applications for better asset management by 

integrating Blockchain. 
  
Now that we have an understanding of the Aventus Protocol and how the network is structured, let 
us take a look at the features and benefits. 
  



 

6. Features & Benefits 
  

“ The Aventus Network has an open-ended nature and 
is therefore universally applicable to various markets.” 



Features and benefits of the Aventus Protocol  

Now we know what the Aventus Protocol is and how it works, but what are the key benefits to the 
industry of adopting this new form of technology? The following explores how the Aventus Protocol 
can influence key areas of digital asset exchange. There are six main benefits of the Aventus 
Protocol. They are:  

• Enforceable business logic provides complete control over the asset. 
• Standardisation of digital asset ownership & redemption so it is easy to see who owns the asset 

and when it was redeemed.  
• Communication with the asset owner so organisations can build deeper relationships with 

customers. 
• Better distribution networks by setting standardised rules for all asset distributors and monitoring 

their performance over time. 
• Fraud prevention and control over secondary markets so asset originators maintain oversight 

even as assets are sold onwards 
• Richer data sets. 

We explore them one by one below. 

Enforceable business logic around assets  



Standardisation of digital asset ownership and redemption 
 

Summary 

Aventus lets businesses enforce parameters around what others can do with the assets, giving 
them greater control throughout the asset lifecycle.

Description Example

Aventus supports the creation of asset 
allocation rules, including who can distribute, 
and restrictions on transfers.  

Rules could include the number of times an 
asset can change hands, through which 
secondary markets, and during which set 
times.  

On top of this, services can be integrated that 
impose larger rule sets including age and 
location verification of asset recipients, or 
enforcing collection of user data upon receipt.

Imagine Ed Sheeran sells 100,000 new tickets 
for his next world tour. 

Ed wants to remove the incentive for 
organisations to mass purchase thousands of 
tickets for secondary market resale. 

Ed’s team can set rules around the ownership 
of assets at each stage. 

That means they could set a limit of a 
maximum of, say, 10 or 15 tickets per person, 
and a resale price that does not exceed a 10% 
premium on the face value. 

This means real fans like Sally have a greater 
chance of getting a ticket at a fair price.



Description Example

Aventus makes it easy to see who owns 
the asset and when they redeemed it.  

This is a drastic upgrade on traditional 
systems.  

Aventus allows the dynamic private 
information associated with the asset to 
be locked, for instance, to an attendee’s 
mobile device.  

This information reduces fraudulent 
activity, especially in the context of 
transfers, and increases the scope of 
rules that can be applied to an asset. 

Aventus creates unique asset identifiers 
and a standard way for consumers to 
verify whether they own a digital asset, 
whether the asset is genuine, and 
whether the person claiming to sell an 
asset owns it in the first place.  

The standardised Aventus interface lets 
you pull the current state of ownership, 
no matter how many real-time updates 
there are, and no matter who the 
ultimate asset originator and rightsholder 
is.

Imagine once more that Sally buys an Ed 
Sheeran ticket on the secondary market. 

She is not sure whether to trust that 
‘Daniel in Liverpool’ really does own the 
ticket.  

Fortunately, the ledger on the Aventus 
Protocol can prove this for her.  

To prevent repeat reselling, Ed Sheeran, 
decides that once a ticket has been sold 
twice on the secondary market, it 
becomes locked to the third owner’s 
device. 

Again, Sally can enter the ledger and see 
a full history. She will be only the second 
owner so, should she wish, she could 
transfer the ticket one more time. 

Summary 

Aventus makes it easy to see who owns an asset, and when and where they redeemed 
it.



Communication with the asset owner throughout the life of the 
digital asset  
 

Description Example 

Secure, encrypted messages can be 
created and delivered via the Aventus 
network to the digital assets owner.  

This means the asset originator can 
market directly to the asset owner, even if 
the ticket was sold through a distributor.

Imagine Ed Sheeran wishes to let any 
company distribute his tickets for him. 

Usually, he does not do this because the 
distributor gets Sally’s contact 
information instead of him keeping it 
himself. 

A fan’s contact information is a valuable 
resource for future marketing efforts. 

With Aventus, anyone can sell Sally the 
ticket, and Ed Sheeran can still market to 
fans using the contact information in the 
ledger.

Summary 

With Aventus, ticket issuers can communicate with ticket owners easily.



Better distribution networks 
 

Description Example 

Distribution is fundamental to the mass 
sale of any asset. 

However, distribution networks are 
difficult to build and costly to maintain.  

An asset owner relinquishes control to 
their partners at the point of sale in 
exchange for wider reach in the market.  

Aventus makes this easy by improving 
inter-partner communication, 
accountability, and making behaviour 
transparent, thus, rules are easy to 
enforce. 

Imagine Dan wants to widen the 
potential for loyalty point customers for 
the supermarket at which he works. 

He would like customers to be able to 
collect their points from local businesses, 
too.  

That would mean customers could earn 
points at the local florist and spend them 
at the supermarket, encouraging more 
people to sign up. 

Traditionally, it is too difficult because it 
requires heavy processes, trust, and 
ongoing maintenance to transfer the 
points from business to business. 



Summary 

Aventus lets businesses build better distribution networks more easily with greater 
oversight.

Description Example

With Aventus an asset creator can: 

1. Set up asset rules across vendor 
allocations.  

2. Track a given vendor and wallet 
provider’s performance over time, 
including gaining insight into any 
trends associated with a 
particular vendor’s asset lifecycle 
data post-purchase.  

3. Enforce legal agreements thanks 
to the immutable audit trail of 
allocations, sales, and transfers 
created.  

Ultimately, rightsholder asset and 
allocation rules, combined with the 
Aventus Protocol, create a standard yet 
customisable interface for any vendor, 
distributor, or other important partner.  

Here, partners can interact with the 
digital assets for various purposes 
including marketing, distribution, and 
data analytics.  

The Aventus Protocol lets them 
frictionlessly open up the interface to 
other providers, cultivating innovation 
and, fundamentally, increasing sales by 
widening their network — without 
worrying about fraud.

With Aventus, however, he could give any 
local business access to the interface, 
providing they meet his pre-set 
parameters. 

Overnight, every business in the local 
town could sign up for the programme, 
and Dan could monitor it all from his 
computer — with no fear of fraud or loss.



Fraud & secondary market control 

 

Description Example 

Aventus gives those who create digital 
assets the power to control them on the 
secondary market, too.  

The immutable audit trail based on who 
facilitates resales and under what rules 
means relationships are easy to enforce.  

Rules regarding asset transfer can be 
set in stone for vendors across the 
entire asset value chain.  

This ensures that asset issuers retain 
ultimate authority over their assets no 
matter how many hands they pass 
through.

You have already seen how Ed Sheeran can control the 
resale of his tickets, who can sell them, and that he can 
set limits, so let us look at a new example. 

Imagine Nigel wants to help his portfolio of startups sell 
equity. 

The startups ask him, however, “how do we 
authenticate the transfer of equity?”, “will people be 
able to create fraudulent copies of the equity 
ownership certificates?” 

Nigel has the answers ready. The Aventus Protocol 
takes care of everything. Nigel can even run a pilot test 
by allowing only permitted investors to purchase a set 
amount of equity. 

What’s more, he could even charge a cut of the resale 
value of the equity on the secondary market, adding a 
new revenue stream to the business.

Summary 

The Aventus Protocol governs the sale of assets in secondary markets.



Richer data sets  

Description Example

The world runs on data. With Aventus, asset issuers can 
analyse the performance of any given asset over time 
by checking information such as: 

• Which allocation the asset came from. 
• How many times it has been transferred, and to 

whom. 
• If and when it was redeemed. 
• Which vendors or resellers were used along the way. 
• How the value of the asset has changed. 
  
And, as it is available on a public Blockchain, analysing 
this data does not require legal relationships between 
parties, nor costly overheads. 
  
Businesses can easily gain valuable insights into how 
vendors are performing and how their assets are used 
post-purchase.  

With better data, organisations can make better 
decisions.

Imagine our friend Dan, the loyalty 
programme manager for a 
supermarket. 

Having persuaded his bosses to 
allow local businesses to join the 
programme so that customers can 
earn and spend the points in 
multiple places, he now needs to 
make sure his idea works. 

Because the data is stored in the 
ledger, Dan can gain genuine, 
objective insights to make data-
based decisions on how best to 
move forward. 

That way, he’s not basing business 
decisions on just ideas, but on 
irrefutable data.

Summary  

The Aventus Protocol opens digital assets up to more insightful analytics. 



Recap 
  

• By introducing programmability to digital assets, the Aventus Protocol sets a new standard 
for digital asset management and dramatically improves asset distribution networks. 

• It allows issuers to track, trace, and analyse any of their assets at any given moment. 
• It proves the ownership and authenticity of digital assets instantly. 
• It creates immutable audit trails, removing huge administration burdens for those that deal 

in digital assets. 
• It institutes unbreakable rules regarding the sale of assets in secondary markets. 
• And it allows issuers to analyse their digital assets for richer data sets in ways previously 

impossible. 

Now you understand what the Aventus Protocol is and its benefits, let us see how it works. 

 



 

7. The AVT token  

  
“ In the Aventus case, the AVT is a ‘nuclear deterrent.’ ” 



AVT 
AVT is the Aventus token.  A great question to ask any organisation operating in the Blockchain space is 

‘why another token?’ In the Aventus case, the AVT is a ‘nuclear deterrent.’ Malicious actors can’t harm the 

network without harming their own stake in it. What harms the hive, harms the bee. 

AVT is crucial to the operation and maintenance of the protocol, and is used for the following purposes: 

  

• Transactions - to pay for transactions on the Aventus Protocol. 

• Registration - to become an Aventus Node. 

• Processing - to be the Aventus Node that processes the next Merkle root and receives the 

transaction fee reward. 

• Voting - to vote on changes to the Aventus Protocol. 

Token economics 
If you would like to continue reading about the AVT token, please refer to our micro paper you can find 
HERE 

 

https://drive.google.com/a/artos.io/file/d/1MhY8E9K8kC88C0GM5ePtOEWiOFGh7Ye1/view?usp=sharing


 

8. Aventus: past, present, 
future 

“Roadmap — Where is Aventus today? - View the Aventus 
Roadmap HERE  

https://drive.google.com/open?id=13O-Zm0SIYoN2roX7qwPKszwDKrUy_F0t
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